





will be provided shortly. This suspension will be in effect until I notify you
otherwise and I do not anticipate any exceptions being granted.

According to an OTIM official, the hold on disposal of the excess equipment was put in place
until FHFA’s disposal procedures are redone. As of February 2020, there was no anticipated
date for completion of the revised procedures.

Controls Over Retired Electronic Media Continued to Fall Short of Ensuring
Accountability

As part of our audit, we sought to determine what physical controls were in place over the
electronic media that had been retired since October 2018, the approval date of the OTIM
Staff Analysis. FHFA’s Property Management Standard Operating Procedure requires:

e Retired property must be held in a designated secure room within FHFA.

e Hard drives must be removed from retired computers, including laptops, and clearly
marked.

e The Help Desk must maintain an index, or inventory, of each removed hard drive,
identified by its serial number, the barcode of the computer from which it was
removed, the type and model of the computer, the name of the user to whom the
computer was assigned, the date the hard drive was removed and the reason for the
removal, and the box where the hard drive would be stored.*°

The procedure also calls for the Help Desk contractor to perform a monthly physical
inventory of all “accountable” property and reconcile the inventory results to OTIM’s
inventory system of record, the Configuration Management Database (CMDB). However,
hard drives removed from retired computers were not considered accountable property and
were not recorded in or reconciled to the CMDB nor were they part of a regular physical
inventory. In our view, this procedure does not meet Green Book requirements: electronic
media removed from computers is not accounted for in OTIM’s inventory system of record
(control record) and such media is not included in regular physical inventories.

On January 17, 2020, we observed a sealed box containing hard drives that had been
reportedly removed from retired computers in the designated secured room for retired 1T
assets. We requested and observed an OTIM Help Desk contractor employee verify that the
drives in the box matched the index (inventory) maintained by the Help Desk. The contractor

10 The computers and mobile devices (e.g., iPhones, tablets) and their status (e.g., Issued, Returned, Retired)
were tracked within OTIM’s inventory system of record. The spreadsheet index of hard drives was maintained

outside that system.
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unsealed the box, counted the hard drives therein, and compared the count and information on
each hard drive to the number and information on the index. Based on our observation, we
found that the contents of the box matched the information on the index, without exception.

We did not, as part of our observation, attempt to determine whether the index matched any
other control record, such as the computers in the CMDB with the status of retired, as there
are no FHFA procedures calling for such a match. While FHFA’s sealed box of hard drives
matched the index maintained by the Help Desk on January 17, 2020, our observation
provides no assurance that FHFA can account for all hard drives removed from computers
because such hard drives were not included in its regular physical inventory nor recorded in
and reconciled to the CMDB.

1. FHFA Lacked Adequate Controls over the Electronic Media Approved for
Destruction

2. FHFA Did Not Follow its Electronic Media Sanitization Procedures

3. FHFA’s Controls over Retired Electronic Media Did Not Ensure Accountability

FHFA lacked an accurate count of the volume of electronic media — laptop and server hard
drives, tapes, iPhones, and BlackBerrys, accrued over 19 years, approved by FHFA’s CIO for
destruction in October 2018 and destroyed in January 2019, in violation of NIST SP 800-88,
the Green Book, and its internal guidance. In connection with its efforts to collect and send
out hard drives, tapes, iPhones, and BlackBerrys for destruction, we found that FHFA failed
to follow its own sanitation procedures. In the event that these electronic media were not
destroyed pursuant to the contract, there is a risk that FHFA data could have been accessed.

FHFA’s current Property Management Standard Operating Procedure for electronic media
targeted for disposal does not meet Green Book requirements: electronic media removed from
computers is not accounted for in OTIM’s inventory system of record (control record) and
such media is not included in regular physical inventories. FHFA has suspended further
disposal of electronic media targeted for destruction, pending revisions to its disposal

1 There were 103 hard drives in the box as of January 17, 2020.
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procedures. Revision of FHFA’s current procedures should meet the requirements imposed
by NIST and the Green Book.

RECOMMENDATION......ccitiiuiriiiiriiiitaineiteiieseeiiaseeirenaessenns

We recommend that FHFA:

1. Review, revise, and implement its procedures for disposal of electronic media targeted
for destruction, consistent with NIST and Green Book requirements. Those revised
procedures should:

e Prescribe the expectations for sanitization of the targeted electronic media
consistent with NIST guidance;

e Provide for tracking the targeted electronic media in an inventory system of
record,

e Provide for regular physical inventory of the targeted electronic media and
reconciliation to the control record(s) through destruction; and

e Provide for accountability of the targeted electronic media from the time the
media is taken out of service through its destruction, with reconciliations of
any count differences that may arise as the media is transferred within FHFA,
and from FHFA to other parties used to destroy the media.

Should FHFA decline to accept this recommendation, we expect that FHFA will propose an
alternative management decision with actions to address the deficiencies identified in this
report and a timetable to fully implement those actions. When FHFA proposes an alternative
management decision, we expect that it will advise us of the controls it intends to put into
place to remediate the identified deficiencies so that we can test their efficacy.

FHFA COMMENTS AND OIG RESPONSE........cccotnieiiniinirniannene.

We provided FHFA an opportunity to respond to a draft of this audit report. FHFA provided
technical comments on the draft report, and those comments were considered in finalizing this
report. FHFA also provided a management response, which is included in the Appendix to
this report. In its management response, FHFA agreed with our recommendation and plans to
take corrective actions on or before December 15, 2020.
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As its corrective actions, FHFA plans to (1) review and revise its Media Sanitization
Procedure and (2) revise its Asset Management Procedures to ensure that all targeted
electronic media is tracked in an inventory system of record; is physically inventoried and
reconciled to inventory control records; and is accounted for from the time the targeted
electronic media is taken out of service through its destruction. The revised procedures will
provide for the reconciliation of any differences in counts that arise during the excess and
destruction process. We consider FHFA'’s planned corrective actions responsive to our
recommendation.

OBIJECTIVE, SCOPE, AND METHODOLOGY ....cccceereuirurannenrannnnnes

We conducted this audit to determine FHFA’s controls over the disposal of electronic media
and assess whether those controls were operating effectively.

To accomplish our objective,
e We reviewed:

0 NIST standards and guidelines: Federal Information Processing Standards
Publication 199, Standards for Security Categorization of Federal Information
and Information Systems (February 2004) and NIST Special Publication
800-88, Revision 1, Guidelines for Media Sanitization (December 2014) for
electronic media sanitization.

0 GAO’s Standards for Internal Control in the Federal Government (September
2014). We determined that the category of control activities applicable to this
audit was “Physical control over vulnerable assets.”

0 FHFA procedures: Information Security Media Sanitization Procedures
(February 2018 and May 2016 versions) and Property Management Standard
Operating Procedure (May 2018).

e We reviewed and analyzed:

0 An OTIM Staff Analysis entitled “Disposal of FHFA Hard Drives,” approved
by FHFA’s CIO on October 24, 2018. Attached to this memorandum was a
detailed inventory of electronic media targeted for disposal.

o0 Contract documents pertaining to FHFA’s modification in November 2018 of
an existing contract for paper-shredding services to include shredding services
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for electronic media. We also interviewed FHFA contracting staff about these
documents.

o Other FHFA documentation related to the electronic media shredding. This
documentation included: an inventory labeled “FINAL HD Count by Location
09Nov2018”; an FHFA Chain of Custody Form transferring electronic media
to the contractor signed by FHFA and a driver for the contractor on January 10,
2019; the contractor’s Certificate of Destruction for electronic media provided
to FHFA by the contractor on January 15, 2019; and the contractor’s invoice
for the electronic media shredding service dated January 31, 2019.

e We interviewed FHFA OTIM officials and staff and OTIM Help Desk contractor
employees regarding their roles in the electronic media disposal process. Among those
interviewed was the OTIM senior IT specialist most involved with the electronic
media disposal approved by the CIO in October 2018.

e We observed a physical inventory by an OTIM Help Desk contractor employee of
electronic media that had been reportedly removed from retired computers. That
physical inventory was performed at our request on January 17, 2020.

We conducted this performance audit between October 2018 and March 2020 in accordance
with generally accepted government auditing standards. Those standards require that we plan
and perform the audit to obtain sufficient, appropriate evidence to provide a reasonable basis
for our findings and conclusions based on our audit objectives. We believe that the evidence
obtained provides a reasonable basis for our findings and conclusions based on our audit
objective.
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APPENDIX: FHFA MANAGEMENT RESPONSE........cc.cccoetuiinnnnannen

Federal Housing Finance Agency

MEMORANDUM

i - Marla Freedman, Deputy Inspector General for Audits

FROM: R. Kevin Winkler, Chief Information Officer Md{/

SUBJECT: Draft Audit Report: FHFA Cannot Assure that All Electronic Media Approved for
Destruction in October 2018 Was Destroyed, and it Continues to Lack Adequate

Controls over Electronic Media Targeted for Disposal

DATE: March 27, 2020

Thank you for the opportunity to respond to the above-referenced draft audit report by the Office
of Inspector General. This memorandum provides the Federal Housing Finance Agency’s
(FHFA) management response to the single recommendation contained in the draft audit report.

Recommendation 1: Review, revise, and implement its procedhires for disposal of electronic media
targeted for destruction, consistent with NIST and Green Book requirements. Those revised
procedures should:
* Prescribe the expectations for sanitization of the targeted electronic media consistent with
NIST guidance;
* Provide for the tracking of the targeted electronic media in an inventory system of record,
* Provide for regular physical inventory of the targeted electronic media and reconciliation
to the control record(s) through destruction; and
* Provide for accountability of the targeted electronic media from the time the media is taken
out of service through its destruction, with reconciliations of any count differences that may
arise as the media is transferred within FHFA, and from FHFA to other parties used to
destroy the media.

Management Response: FHFA agrees with the recommendation and will take the following
actions.
a. Review and revise its Media Sanitization Procedure by December 15, 2020; and
b. Revise its Asset Management Procedures by December 15, 2020, to ensure that all targeted
electronic media:
e Istracked in an inventory system of record;
e Is physically inventoried and reconciled to inventory control records:
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e Is accounted for from the time the targeted electronic media is taken out of service
through its destruction. The revised procedures will provide for the reconciliation
of any differences in counts that arise during the excess and destruction processes.

If you have any questions, please feel free to contact Stuart Levy at (202) 649-3610 or e-mail,
Stuart.levv(@thfa.gov.

CC:  Chris Bosland
Larry Stauffer
Craig Sherman
Ralph Mosios
Jim Vercellone
Jason Donaldson
John Major
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ADDITIONAL INFORMATION AND COPIES.......ccccccetuiruienirnnnnnnne.

For additional copies of this report:
Call: 202-730-0880
Fax: 202-318-0239

Visit: www.fhfaoig.gov

To report potential fraud, waste, abuse, mismanagement, or any other kind of criminal or
noncriminal misconduct relative to FHFA’s programs or operations:

Call: 1-800-793-7724
Fax: 202-318-0358

Visit: www.fhfaoig.gov/ReportFraud

Write:

FHFA Office of Inspector General
Attn: Office of Investigations — Hotline
400 Seventh Street SW

Washington, DC 20219
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